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Co-Optimizing Substation Hardening and
Transmission Expansion Against Earthquakes: A
Decision-Dependent Probability Approach
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Abstract—In light of the rising frequency and impact of natural
hazards on power systems, planning resilient network investments
is becoming increasingly important. This task, however, needs, in
addition to widely accepted investment options focused on installing
new infrastructure, explicit recognition of investment propositions
to harden existing infrastructure such as substations. Hardening
networks is fundamentally challenging to incorporate in optimiza-
tion problems since it affects outage probabilities. Therefore, we
propose an optimization approach to determine optimal port-
folios of resilient network investments, considering endogenous
probabilities that change with hardening investment options. This
decision-dependent-probability model finds the optimal network
enhancements in a cost-benefit fashion, minimizing investment plus
operational costs, including demand curtailments. The proposed
model also considers distributed energy resources (DER), which
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can displace costly network investments. Additionally, the model
takes into account the lack of fully accurate fragility curves; thus,
outage probabilities are not only affected by hardening decisions
but also by the inherent uncertainty associated with fragility mod-
eling. This is a key concern in practical resilience assessment and
is addressed in this work through a global-convergent exact algo-
rithm. Case studies applied on earthquakes in Chile demonstrate
the benefits of our proposed network planning approach.

Index Terms—Decision dependent probability, power systems
economics, power system resilience, transmission expansion
planning.

NOMENCLATURE

Functions
y() Function that determines corrective actions given pre-
contingency decisions and contingency states.

M(-)  Function that returns the set of all probability distri-
butions with a given support.

Pis(-)  Function that returns the set of all outage probability
distributions at time ¢ and scenario s, given the vector
of hardening decisions.

fr() Function that returns the index of the originat-
ing/sending substation of a given line.

H () Function that computes the cost of corrective actions

at time ¢, given the contingency and pre-contingency
decisions.

Function that returns the index of the receiving sub-
station of a given line.

to()

Sets

A Set of system contingencies.

D Set of indexes of substation damage states.

& Set of indexes of power imbalance steps.

T Set of indexes of all generators.

Ty Set of indexes of generators connected to bus b.
K Set of indexes of post-contingency snapshots.
L Set of indexes of all transmission lines.

£¢ Set of indexes of candidate transmission lines.
cE Set of indexes of existing transmission lines.
N Set of indexes of all substations.

N, Set of indexes of substations that can be hardened.
S Set of indexes of scenarios.
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T Set of indexes of time blocks.

w Set of indexes of renewable generators.

Parameters

At Total duration of each post-contingency snapshot.

) Energy payback factor for the load shifting service.

Ps Probability of scenario s.

s Auxiliary vector used to construct first-order moment
constraints for time block ¢ and scenario s.

E:e Maximum net load increase in substation b and step e.

AD,, Maximum net load reduction in substation b and
step e.

ZfD Maximum demand shifting service in substation b.

D, Maximum demand for substation b.

F Maximum flow through line .

P; Maximum power of generator i.

R’i Maximum downward reserve of generator ¢ for
snapshot k.

ﬁg; Maximum upward reserve of generator ¢ for
snapshot k.

o Weight for the mth damage state of substations that
determines capacity degradation.

P; Minimum stable generation for generator i.

Cut Availability of renewable generator w at time block ¢.

by Susceptance of line [.

Cldk Scheduling cost of downward reserves for generator ¢
and snapshot k.

ch Cost of hardening substation b.

ct Investment cost of candidate line /.

c? Energy cost of generator 1.

i Scheduling cost of upward reserves for generator ¢ and

snapshot k.

Ccde Utilization cost of downward reserves for generator ¢
and snapshot k.

cp Demand curtailment cost for substation b.

CFP®  Utilization cost of the load shifting service on substa-
tion b.

ct b Cost of scheduling the load shifting service on sub-
station b.

Cce Generation curtailment cost for generator 4.

C’bI :’ ‘ Utilization cost of the net load increase service on
substation b for step e.

olr Cost of scheduling the net load increase service on
substation b and step e.

cL” Utilization cost of the net load reduction service on
substation b for step e.

Cg . Cost of scheduling the net load reduction service on
substation b and step e.

e Utilization cost of upward reserves for generator ¢ and

snapshot k.

Dy Demand on substation b at time bock ¢.

hy Number of hours represented by time block ¢.

Ky Matrix that modifies the probability distribution based
on hardening decisions for time block ¢ and scenario s.

M Large constant.

Sts
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Auxiliary matrix used to construct first-order moment
constraints for time block ¢ and scenario s.

Decision Variables

C

pzk
GSik
LSy

C
Dy,
Pit

d
Tikt

T

Binary vector containing availability and damage
states of all system components at time block ¢ and
scenario s.

Vector of all hardening decisions.

Vector of all investment decisions in new lines.
Vector of all operation continuous variables at time
block ¢.

Vector of all unit commitment binary decision vari-
ables at time block .

Net load increase service scheduled on substation b
on step e and at time block ¢.

Net load reduction service scheduled on substation b
on step e and at time block ¢.

Load shifting scheduled on substation b at time
block .

Voltage angle of substation b on snapshot k.

Voltage angle of substation b at time block ¢.

Binary variable that is equal to O if generator 7 is
unavailable, being 0 otherwise.

Binary variable thatis equal to O if line [ is unavailable,
being 0 otherwise.

Binary variable that is equal to O if substation b is
undergoing the mth damage state or worse, being 0
otherwise.

Fraction of the capacity of substation b that remains
available.

Flow through line [ on snapshot k.

Power output of generator ¢ on snapshot k.
Generation curtailment of generator ¢ on snapshot k.
Load shedding on substation b on snapshot k.

Power output of generator ¢ on snapshot k.

Power output of generator ¢ at time block ¢.
Downward reserves scheduled on generator ¢ for snap-
shot k at time block .

Upward reserves scheduled on generator ¢ for snap-
shot k at time block ¢.

Downward reserves delivered by generator 7 on snap-
shot k.

Upward reserves delivered by generator ¢ on snapshot
k.

Binary investment decision to harden substation b.
Binary investment decision for candidate line [.
Commitment status of generator ¢ at time block .
Positive deviation from nominal demand on substation
b due to load shifting on snapshot k.

Negative deviation from nominal demand on substa-
tion b due to load shifting on snapshot k.

Net load increase on substation b on snapshot k for
step e.

Net load reduction on substation b on snapshot k for
step e.
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I. INTRODUCTION

A. Motivation

tems across the globe, with catastrophic consequences to
the electricity consumers and the overall society. To protect
power systems against natural hazards such as earthquakes,
tsunamis, and hurricanes, a richer set of investment options
must be used to effectively enhance system resilience, going
beyond those traditionally considered in transmission expan-
sion planning problems [1]. Indeed, while the economic and
reliability performance of power networks have been classically
improved by expanding the network (installing more network
infrastructure), resilience can also be tackled by hardening ex-
isting infrastructure as indicated in [1] and [2]. Examples of
hardening decisions include undergrounding lines to deal with
high wind speeds [3], upgrading poles with stronger, more robust
materials [3], building substation defenses to deal with flooding
events [4], and anchoring substation equipment to better deal
with earthquakes [1]. In this paper, we focus on applications
on earthquakes since they represent one of the major threats to
power systems [5].

In case of seismic hazards, substation outages pose an im-
portant risk to the continuity of supply, as noted by [6] in the
context of the 8.8Mw-magnitude earthquake that struck Chile
in 2010. Therefore, in order to design transmission networks
that are resilient against earthquakes, it is of great importance to
consider substation hardening along with traditional investment
alternatives focused on transmission expansion (i.e., new lines
and transformers). Such hardening decisions feature the effect
of decreasing failure probabilities conditional to an earthquake,
which are calculated by using the so-called fragility curves.
These curves provide a straightforward relation between the
intensity of the hazard and the failure probability as indicated
in [7]. As hardening decisions modify failure probabilities,
stochastic programs become nonlinear and, therefore, more chal-
lenging and harder to solve. Traditionally, stochastic programs
used in transmission investment planning assume probabilities
as a set of (constant) parameters, and are thus not able to deal
with hardening decisions.

Another key challenge in resilient network design is that fail-
ure probabilities calculated through fragility curves may present
large errors, as these curves are elaborated under assumptions
that may not apply in practice. Yet, these are widely used. For
example, there is a diversity of assets’ responses to hazards,
which can greatly vary due to real characteristics that are not
captured by fragility modeling [8]. Hence, due to the impact that
such errors may have in reality, mathematical programs should
prioritize investment plans that are immune, or robust, against
imprecise fragility curves.

To appropriately tackle these challenges, network planning
models that aim to enhance resilience against earthquakes must
consider two key elements. Firstly, they need to also include,
apart from investment decisions in network expansion, sub-
station hardening decisions by introducing decision-dependent
probabilities (endogenous probabilities). Secondly, to obtain a
resilient plan, such models should acknowledge that fragility

NATURAL hazards threaten the integrity of power sys-
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data (and fragility curves) are not fully reliable and that, in
practice, decisions should hedge investment plans against these
uncertainties too.

B. Literature Review and Contributions

Resilient network design models aim to either enhance re-
silience against natural hazards (e.g., earthquakes, storms) [1],
[9]-[17] or man-kind hazards (e.g., terrorist attacks) [18], [19].
Inboth cases, hardening decisions represent an effective measure
to hedge against such threats. In this vein, an increasing body
of work has considered hardening decisions within network
investment planning models [1], [9]-[12], [14]-[17], [20]-[22].
However, only a few works have proposed models that truly
recognize the decision-dependent nature of failure probabil-
ities. The latter fall into the class of optimization problems
with decision-dependent uncertainty, as they are mathematical
programs designed under the assumption that uncertainties are
endogenous, dependent on the decisions being optimized.

In [14], [15], line hardening is co-optimized with investments
in new infrastructure to enhance the resilience of distribution
systems. The optimal investment portfolio is obtained by op-
timizing against a set of scenarios in a sample average ap-
proximation fashion, where the availability of candidate lines
is sampled using different failure probabilities. Reference [9]
also studies the hardening of distribution lines for resilience
enhancement, modeling the failure of system components along
with the post-disaster restoration process. The authors propose
a robust reformulation to obtain an approximate solution, cir-
cumventing the problem of decision-dependent probabilities.
The model proposed in [16] determines the optimal portfolio of
resilient network investments, including transmission line con-
struction and hardening, where the latter is modeled considering
decision-dependent probabilities. The proposed approach aims
to identify the portfolio that minimizes the impact of extreme
weather events while satisfying budget constraints. Although
this is practical, notice that the resilience level is determined by
the prescribed budget rather than by a cost-benefit balance.

Hardening substations has been recognized as critical to face
natural disasters such as earthquakes. Ideally, the expenditure in
hardening measures should be co-optimized with others that can
enhance resilience too, for example, investments in new lines [1].
Both new lines and hardening substations have been proved
effective to deal with earthquakes. To the best of our knowledge,
this problem has only been addressed in [1], [23], where the
complexities associated with decisions-dependent probabilities
are not explicitly modeled as the problem is solved through a
“black-box” heuristic approach, namely, optimization via simu-
lation. Therefore, no model has been proposed in the literature so
far that can provide an exact solution for this network planning
problem. Another disadvantage of the existing formulation is
that it resorts to an exogenous budget constraint to select the
portfolio that minimizes expected costs. From a cost-benefit
viewpoint, though, the expenditure to enhance resilience should
be a result of the optimization model rather than an input.

In this context, we propose an optimization model that
identifies optimal portfolios of resilient network enhancements
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against earthquakes from an economic, cost-benefit perspective.
In order to hedge the system against earthquakes, we model
two investment alternatives, namely, the construction/expansion
of new transmission lines and substation hardening. Remark-
ably, we utilize an adjusted distributionally robust optimization
(DRO) framework capable of dealing with decision-dependent
probabilities straightforwardly. Furthermore, leveraging the
DRO nature of the proposed model, we can readily capture
how investment decisions are affected by imprecise outage
probabilities derived from inaccurate fragility curves. We sum-
marize the contributions of this work as follows:

1) A new resilient network investment model capable of co-
optimizing substation hardenings with transmission ex-
pansions to protect the system against earthquakes. We do
so by modeling hardening decisions through endogenous
probabilities, which allows us to capture the value of these
decisions within the optimal network investment plan.

2) Address the problem of imprecise fragility curves. Based
on this model, we are able to plan investments that are ro-
bust against natural hazards under incomplete information
about failure probabilities conditional to earthquakes.

3) Consider a more complete reliability model in terms of
failure states that includes failures of substation equip-
ment. By doing so, we are able to better represent the true
post-contingency state of the system after a natural hazard
occurs and thus capture the value of substation hardening.

4) Demonstrate that the portfolio of network investments (in-
cluding hardening existing assets) can be efficiently com-
plemented with DER services to enhance the resilience of
the system and also hedge it against imprecise (or, using
the terminology of DRO, ambiguous) fragility data.

Finally, note that although we illustrate the proposed modeling

framework on earthquakes, this can be applied to other hazards.

C. Paper Structure

This paper is structured as follows. Section II presents the
modeling framework to determine resilient network enhance-
ments and Section III discusses the algorithms to solve the
problem. Sections IV and V present the case studies, their results,
and the discussions. Finally, Section VI concludes.

II. THE RESILIENT PLANNING MODEL
A. Overview

The proposed model determines the optimal portfolio of
resilient network investments, considering decision-dependent
probabilities of outage scenarios. The model belongs to the
class of two-stage stochastic optimization models with endoge-
nous probabilities. While investment in new infrastructure (lines
and transformers) and also hardening decisions are made in a
first stage (i.e., before the realization of contingencies/outages),
post-contingency corrective dispatch actions are considered in
the second stage (i.e., scenario-dependent decisions). The un-
certainty scenarios are represented by binary vectors compris-
ing generation and network statuses. Of utmost importance,
hardening network infrastructure changes the value of outage
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probabilities, which is fundamentally challenging and complex
to be considered in classical two-stage stochastic programming
models. The challenge of considering decision-dependent prob-
abilities is addressed in our work by using a DRO framework
with first-moment constraints that are adjusted by hardening
decisions. As shown in our case study section, this significantly
changes the way natural hazard can be tackled by system plan-
ners.

Moreover, as an attempt to reduce network investments, we
model three services from DER, namely, net load reductions
(which can be achieved by voluntary demand curtailments
and/or increasing distributed generation outputs), net load in-
creases (which can be achieved by voluntarily increasing de-
mand levels and/or distributed generation curtailments), and
demand shifting. A detailed discussion about how DER can con-
tribute to security of supply at the main system level (including
detailed modeling aspects) is presented in [24]-[28].

The model minimizes investment and operational costs over
a target year, which is represented by several time slices or time
blocks. Although these blocks are time-decoupled, each of them,
in turn, is divided into several post-contingency snapshots that
are time-coupled so as to appropriately capture the evolution of
the post-contingency operation in each scenario. The operational
costs include the cost of network operation during the intact
system (i.e., pre-contingency) as well as the expected costs of
post-contingency operational decisions.

When analyzing resilience, a higher number of assumptions,
involving the so-called fragility curves, are made to determine
the ultimate probability values of network failures. Therefore,
we take advantage of the DRO nature of our proposed model
to analyze the effects of considering inaccurate (i.e., partially
known) outage probabilities. The common approach to calculate
these probabilities from fragility curves is maintained and used
in our approach to provide referential values from which the
actual failure probabilities deviate. In this way, the proposed
model can readily address the lack of high-quality reliability
and fragility data, which is a challenge in every probabilistic
approach to planning network infrastructure aiming to enhance
reliability and resilience.

B. The Uncertainty and Decision-Dependent Probabilities

1) The Scenario Tree: Fig. 1 depicts the scenario tree used
in our model and also illustrates the sequence of decisions and
events considered, which we describe next:

1) Decisions related to network enhancements (regarding in-
vestment in new lines, =, and substation hardening, x)
are determined, along with pre-contingency operation
decisions (unit commitment, V¢, and operating points
variables, :cOp) for each time block, ¢, that represents h;
hours of the target year.

2) The system undergoes a set of earthquake scenarios, where
each scenario, s, is associated with a probability ps.

3) Under each earthquake scenario the system undergoes a
set of contingencies (described by the state vector a),
whose conditional probabilities are dependent on both the
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Investment and
pre-contingency
operation

Contingencies and
their corrective
actions

Earthquake
scenarios

Fig. 1. Scenario tree of the problem.

earthquake scenario and hardening investment decisions
made in the first stage.

4) Recourse corrective actions are determined for every post-
contingency snapshot, k, in the vector y(-) as a function
of first-stage decisions and contingency states.

2) Threat Characterization and Earthquake Scenarios:
Based on historical data, we select a sample of earthquakes
with given magnitudes and locations. For each earthquake, we
calculate its (spatial) attenuation profile by using the model
proposed by Boroschek [29]. This is applied to calculate the
peak ground acceleration (PGA) at the position of each network
equipment as in [1].

3) Vulnerability Assessment and Outage Probabilities: The
outage probabilities of system components, conditional to the
occurrence of an earthquake, are calculated through fragility
curves which are a function of the PGA at the location of every
system equipment as in [1]. We use the fragility curves specified
in [7], [30] for transmission line towers, generating units and
substations. We compute the failure rate of transmission lines
by assuming that every line is composed of several towers
distanced by 300 meters, and that the line fails when any of
its towers fails. This captures the fact that longer transmission
lines are more vulnerable to earthquakes than shorter lines. Also,
transmission lines can be affected due to failures in one of their
substations. In the case of HVDC links, we use the same fragility
model related to towers and substations as in the AC case.
Nevertheless, itis possible to use a different set of fragility curves
to model substations with converter equipment. The shape and
special treatment of fragility curves within our resilient planning
optimization model are explained next.

4) Decision-Dependent Probabilities Via DRO: In order to
model decision-dependent probabilities, we optimize against the
worst-case probability distribution within a set that is adjusted
by hardening decisions, /. As we explain next, the proposed
methodology allows us to impose linear constraints over the
outage probability of components (including partial outages
for substations), thereby being able to make them equal to
values that change with hardening decisions. Additionally, we

IEEE TRANSACTIONS ON POWER SYSTEMS, VOL. 38, NO. 3, MAY 2023

can model inaccurate outage probabilities by using intervals
(that also change with hardening decisions) instead of precise
values, letting the problem choose the array of probabilities that
maximize expected cost. To do so, we consider that the set of
candidate probability distributions of outage events following an
earthquake scenario s, in time block ¢, has the structure presented
in (1).

Pts(a:H):{P S M+(A) : EP[Stsats]Sﬁts + Ktst}. (1)

In (1), M (A) is the set of probability distributions with sup-
port on A. S, and [z, are used to construct general first-order
moment constraints. K;, is the matrix that contains the informa-
tion about changes in the probabilities prompted by hardening
decisions. The random binary vector a;, represents the state
of system components in every time block ¢ and scenario s. It
contains one element for each generator and transmission line,
being equal to one if the corresponding component is available
and zero otherwise. In addition, it contains one element for each
damage state of each substation, which are ordered in increasing
severity. These are used to model intermediate failures leading
to partially available capacities of substations, whose relevance
is explained in [1], [7]. We consider that a substation is operating
normally when all its associated element in a; s are equal to one.
On the other hand, the mth damage state is represented by the
first m elements being equal to zero and the rest equal to one.
In order to avoid infeasible states, we impose that the element
associated with a given damage state can be zero only if all the
previous elements (i.e., those associated with less severe damage
states) are zero.

Note that a set of linear inequalities on the expected value of
the elements of a; is used to construct the set of probability dis-
tributions in (1). Interestingly, since the availability is a Bernoulli
random variable, its expected value is exactly one minus the
failure probability, which we utilize to constrain the failure rate
of generators and transmission lines. This is a key modeling
aspect that extends the ambiguity set proposed in [31] to consider
decision-dependent probabilities. In the case of substations, the
expected value of the element of a5 associated with a given
damage state is equal to one minus the probability of undergoing
atleast that level of damage. Therefore, we can also use the linear
inequalities in (1) to modify the probability of substation partial
outages.

Additionally, the support set A contains all contingencies that
are considered in the model, comprising failures of generators,
network components, and different partial damage states of
substations. Hence, if we want to model up to k£ simultaneous
outages, .A should be the set presented in (2).

A= {(aG,aL,aN) € {0, 1}IIHIEINID
Saf+ > af + 3 @y = |1+ L+ Nk,
el lel beN
atm > a)m b e Nym e D\ {1}}, 2)

where I, £, N are the sets of indices related to generators,
transmission lines, and substations, respectively. The set D
contains the indices related to damage states of substations.
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—P(PGA) |
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2 =0)

Failure probability

2Lz L I L I
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1
PGA

Fig.2. Example of a fragility curve, its version for hardened components, and
bounds used to model inaccuracies.

It is important to notice that the user can select any set of
contingencies as the support .A. For example, the user may be
interested in considering higher-order contingencies in certain
regions of the system, which must be stated in the definition of
A.

Each damage state is associated with a fraction of the sub-
station capacity that remains available, dj . This fraction can be
computed as the weighted sum of the binary variables aév ™ as
shown in (3). The weights o} have to be properly selected, so
the result of the sum is the targeted availability level.

dy => ol -a)"vbe N

meD

3)

Auxiliary matrix S;s and vector fi;, are selected so as to set
the failure rate of each generator and line to its desired value,
as well as the probability of substations’ partial outages. Note
that this requires two inequalities for each component of a;s,
whose expected value must be set. The first one states that such
expected value is less than or equal to the desired availability
(i.e., E(ats;) <1— 217, where A} is the desired outage rate),
whereas the second one states that this expected value is greater
than or equal to the desired availability (i.e., E(as;) > 1 — A)).
Note, however, that (1) considers only “less than or equal to”
inequalities, so the second inequality is multiplied by minus one
to comply with such requirement. In this way, fi,, must group
the availability rates computed from fragility curves (except the
sign in some elements), and the coefficients K, must be selected
so the desired availability is modified in both constraints when a
substation is hardened, i.e., when the associated element of
is equal to one. In the hardened case, fragility curves are shifted
to the right, as illustrated in the solid lines of Fig. 2, lowering
the outage probabilities given a particular PGA value. In refer-
ence [7], fragility curves of hardened and normal substations are
described.

When we consider inaccuracies in fragility curves, S;s and
M., are selected in a way that the outage probability of each
component lies within an interval, while also setting an up-
per bound to the sum of all outage probabilities, as in [24].
These intervals are computed utilizing upper- and lower-bound
fragility curves, which can be constructed assuming a certain
percentage of uncertainty. Examples of these curves are pre-
sented in Fig. 2, where a 15% uncertainty is considered in
terms of PGA. This means that if substation b undergoes a
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peak ground acceleration PG Ay on the time block ¢ of sce-
nario s, its failure probability according to the nominal fragility
curve would be P(PG Ay;,), the probability PXB (PG Ay,) =
P(PGAys - (1 —0.15)) would correspond to the lower bound,
and PUB(PGAy;s) = P(PGAys - (1+0.15)) to the upper
bound. The coefficients K, are selected so this interval is
modified when the substation is hardened, as shown in (4).

Pig(ay = 0) € [PFB(PGAy,) — K5l

PYP(PGAy,) — K Pap'] . )

Note that, from (1) it is clear that there are no limitations,
in principle, to the type of component that can be hardened.
To model hardening decisions for any component (e.g., a gen-
erator), 27 must contain a binary decision variable associated
with it, and K5 must be selected so as to decrease its failure
probability when the corresponding component of ' equals
one. This work focuses on hardening substations, as these have
shown to be particularly vulnerable against earthquakes [6].
Furthermore, note that the model can also consider investments
in new substations, which only requires to consider transmission
line candidates that connect existing substations to the candidate
substation. Overall, the model is flexible and portfolios of hard-
ening and expansion measures may be useful to deal with other
natural hazards (e.g., windstorms, wildfires, floods).

C. Mathematical Formulation

1) Complete Formulation: In this formulation, both the ob-
jective function and constraints are presented in an expanded
manner. The complete formulation for the proposed network
planning model corresponds to the following three-level opti-
mization problem:

Minimize E hy E Cfp¢t+§ (Cz‘dkrgkt
AD}, ADy AP 0y, /

bet’ bet’ )
Cbet T betr b L H teT el kel
fltapih"‘iktariktaxn sTp Ty,

+ it ) + 0 (CEPALP + S (CL D,
beN eef

+ Cb’eADbet)> +> ps

sup IE:P{I'It (a'ts;p7 rd,ru’
ses PePs(xH)
ATP ADY, AD™ 2"} 4+ Clap+ Y il )
leLc beEN

subject to:
v+ > fu— >, fu=DuwVbeENLET (6)
icl, leLlto(l)=b leL|fr(l)=b
fie =bi(Opry — Oroy ;YL E LTt ET (7
- M(1- ZCZL) +b01(0fr1),t — Oroy,t) < fut
<bi(0fraye — Oroye) + M(L—af);Vie LY teT  (8)
~F <fu<FpvieLll teT ©)
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—afF < fu <aFFpvie £ teT (10)

pit— Y _rihy > PaliCiVie LteT (11)
kel

pit—&—Zrﬁct S?ing;WEI,tGT (12)
kel

0<rd <le,VZEIk€ICtE7' (13)

0<ri, <Ry VielLkeKteT (14)

0<ARP <A/ P ibeNteT (15)
(16)
(17)
(13)
(19)
(20)

@

0<AD{, <AD,;Vbe N,ec&teT

0<AD,,<AD,;Vbe N,ec & teT

puwt < CwtPisYVw e Wt €T
Cef0,1}:Viel,teT

zF e {0,1};vl € £¢

zff €{0,1};Vb € Ny,.

In model (5)—(21), K is the set of indices for the snapshots
utilized to discretize post-contingency operation, and £ contains
the indices for power imbalance steps (where a step represents
an amount of power that can be scheduled at a given unit cost).
LF and L are subsets of £, which consider only existing and
candidate lines, respectively. 7 is the set of all time blocks,
whereas set S contains the indices of all scenarios. Sets VW and I},
are subsets of I, and contain the indices of renewable generators,
and of those generators connected to bus b, respectively. N}, is
the subset of NV containing the indices of substations that can be

hardened. Parameters include AD,., AD,,, A, . which are
the maximum net load increase, decrease, and demand shifting,
respectively. I; represents the maximum power flow per line
(or line capacity), while P, and P; represent minimum and
maximum generation capacities. Maximum upward and down-

ward reserves are represented by Ei and Ei, while (, is the
availability of renewable resources. Nodal demand is Dy, h;
is the number of hours represented by each time block, and b;
denotes the susceptance of each line. M is a large constant,
the probability of each scenario is represented by p,, and H;
is the function that computes the minimum cost of corrective
actions. Cost coefficients comprise C?, C Clk, CFD Cbe ,
Cz{ -, Ch, and CF, that respectively represent the costs of energy,
scheduling of upward reserves, downward reserves, load shift-
ing, net load increase, net load reduction, the costs of hardening
substations, and costs of investing in new lines. Finally, deci-
sion variables include the scheduled net load increase (AD;'et),
scheduled net load reduction (AD,_,), scheduled load to be
shifted (A[P), voltage angles (), power flows (fi;), power
outputs (p;+), scheduled downward and upward reserves (T;ikt
and 7} ,), commitment of generators (mgc), installation of new
lines (:clL ), and substation hardening decisions (zf ).

The objective function to be minimized is presented in (5).
This considers the costs of operation, consisting of the costs of
energy and the costs of scheduling post-contingency services
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provided by generation and demand. It also considers the costs
of investment in new assets and in substation hardenings, as
well as the worst-case (in terms of probability distribution)
expected value of corrective action costs. It is worth noting that
the proposed model is probabilistic, and thus considers the cost
of each outage weighted by its probability (which may change)
and does not optimize against the worst-case contingency only.

Constraint (6) enforces power balance at each bus of the
system, noting that there is no demand-side participation since,
in this model, DER services are only intended to provide support
against contingencies as in [24]. Constraints (7) and (8) model
the DC power flows, while constraints (9) and (10) ensure that
thermal limits of existing and candidate lines are met. Con-
straints (11) and (12) ensure that the power of each generator is
within its technical limits, even after delivering its reserves. The
maximum upward and downward reserves that can be scheduled
for every snapshot are limited by constraints (13) and (14),
which model the ramping limit of each generator. The maximum
available DER to be scheduled on post-contingency services
are represented by constraints (15), (16) and (17). Finally, the
resource availability of each renewable generator is modeled by
constraint (18), while constraints (19), (20), and (21) state that
commitment, network investment, and substation hardening are
binary decisions.

2) Operation Under Contingency: This model determines
the minimum-cost corrective actions to perform in case of a
contingency. Here, generation and line outages are modeled
through two states representing their full availability or unavail-
ability due to faults. Instead, in the case of substations various
damage states are considered, representing partial availability
of substation capacity after an earthquake occurs. Importantly,
when a substation is damaged, the capacities of all equipment
connected to it (generators, lines/transformers, and loads) are
derated. Next, we describe the operation under contingency
model.

dc, .dc uc uc
Hiewan) = Minimize > > (Clerde + crerss
e By " keK el
ADFe AD c

bke’ d
O F e Piko i T

bke’

+ > (CEADi + Ol ADE ) + 3 CP Lsw,
beN,ec& beN
+ 3o CCGsy| AL+ Y CFP AR (22
el beN
subject to:
me + Z fik — Z fio + A0 = ApPTe
i€l leLito(l)=b leL|fr(l)=b
+> (ADyE, — AD) =Dyt — LSyi¥h € N,k € K (23)
ecf
—atFFy < fh <afFVie LE ke Kk (24)
—aFalFy < ff <aFalFyvie £ kek (25)
—dpyoyFi < ffi, <dp g Fvie LP ke K (26)
—doFi < fi <df g Fivie £ ke K @7
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0< AP <ALP;Vbe N ke k (38)
§Y ARP =N ALPTG e N (39)
kek kel
ALP> ALP4 Vb e Nk e K\ {1} (40)
AD{S > ADfS:vbe N ke K\ {1},e€& (41)
ADy, > AD,7 Vb e Nk e K\ {1},ec & (42)
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ecé

+ AEPTe < Dyd);vb € Nk € K, (43)
In this model, coefficients Cid,f, e, C’g:c, Cg(:c, szDc, repre-
sent, respectively, the utilization costs of downward reserves, up-
ward reserves, net load increase, net load reduction, and demand
shifting, whereas coefficients C? and C{ represent the cost
of demand shedding and generation curtailment. Additionally,
D, represents the maximum demand of the substation, At is
the total duration of each post-contingency snapshot k, and ¢
models the energy payback from demand shifting (where the
payback represents the extra energy demanded in future snap-
shots due to deferring energy consumptions). The variables are
voltage angles (67, ), power flows (f}},), generation curtailment
(G'Sir), load shedding (LSyy), power outputs (pg,.), downward
and upward reserves utilization (r{¢ and r'%), positive and neg-
ative deviations from nominal demand due to demand shifting
(Aka *¢ and AggD ~9), net load increase (AD;:;), and net load
reduction (AD, ).
As stated in (22), the objective function considers the costs
of load shedding, generation curtailment, and the utilization
costs of post-contingency services from generators (reserves)
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and DER. The total cost of the load shifting service depends on
the magnitude of the first (and also the largest) disconnection,
whereas the cost of the other two DER services depends on the
total energy injected or withdrawn.

Nodal power balance is enforced by (23), which considers
the utilization of voluntary and involuntary corrective actions.
Constraints (24) and (25) limit the maximum power flows,
considering that lines may be outaged or not built. Maximum
capacity of lines can also be reduced by outages on their terminal
substations, which is expressed by constraints (26), (27), (28)
and (29). Also, DC power flow equations are utilized, as stated
by constraints (30) and (31).

The post-contingency power outputs depend on their pre-
contingency value, the utilization of reserves, and power cur-
tailment as stated by constraint (32). Additionally, the maximum
power injected by generators can be limited due to potential dam-
age in substations, which is expressed by (33). Constraints (34)
and (35) limit the maximum amount of reserves to be delivered,
while constraints (36), (37) and (38) limit the utilization of DER
services by the amount scheduled pre-contingency. Constraint
(39) ensures power balance on loads providing the demand shift
service, while constraint (40) ensures that the demand that will
be shifted is disconnected immediately after the contingency. For
the other DER services, constraints (41) and (42) enforce that
the first load reduction/increase is the largest one. The maximum
amount of power withdrawn by loads, given the damage state of
the substation, is modeled by constraint (43).

D. Reducing Model Complexity

In order to properly determine cost-effective network en-
hancements to increase resilience, the proposed model captures
a number of details about the system before and during contin-
gencies. These details are usually modeled within the existing
resilient planning literature, and include DC power flows [13],
[17], utilizing several operating conditions to capture the impacts
of hazards on the system [22], considering several contingency
scenarios for each hazard [9], [16], and modeling the operation
under contingency through several time-coupled snapshots [1],
[12]. These characteristics add complexity to the mathematical
model, increasing the computational burden for its solution.
However, a series of simplifications can be conducted to decrease
this burden. Firstly, system operation can be represented by
the most stressed conditions, thus requiring a few time blocks.
Additionally, the analysis for network enhancements can be
carried out by zone, reducing the number of earthquakes that
need to be modeled. Finally, as explained in previous sections,
the user can choose the set of contingencies to be considered
(by properly selecting the set .A), thus being able to give more
resolution to areas near each earthquake in terms of modeling
multiple outages.

III. SOLUTION METHODOLOGY
A. Compact Formulation

The compact formulation corresponds to the problem (5)—(21)
whereby variables and constraints are grouped, making mathe-
matical manipulations simpler. This formulation is presented in
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the following optimization program:

xeX;

o e e T T
Minimize E hy [COP a0 + U 2V
teT

Zps. sup  Hy(zy,a)| +c al + Pz (44)

ses PePis(zf)

subject to:

Aw, < q, VteT, (45)

where z; = [£77, 2UC xL xf]. The objective function (44)

corresponds to (5), whereas (45) represents constraints (6)—(18).
Finally, the set X; comprises the feasible points for the binary
variables defined by (19)—(21).

Similarly, next we present a compact formulation of problem
(22)-(43):

Hy(x, ats) = Miniymize vly, (46)
subject to:
By, > e : (0y) 47)
Ciy, > Dixy + g¢ : (y) (48)
Gy, > Ji(aus) e +wy : (Ay) 49)
Ly, = wi(as) : (T'y), (50)

where the objective function (46) corresponds to (22). Constraint
(47) groups constraints (23) and (39)—(42). Similarly, (48) is
associated with (36)—(38). Constraint (49) corresponds to (25),
(28), (29), (31), (32), (34) and (35). Finally, (50) represents
constraints (24), (26), (27), (30), (33), and (43).

B. Problem Reformulation and Solution Algorithm

We can reformulate the compact model (44)—(45) by expand-
ing the worst-case expected costs of corrective actions, thereby
obtaining model (51)—(55). In this reformulation, the inner prob-
lem maximizes the expected cost of contingencies expressed by
(53), where (54) makes sure that the (decision-dependent) prob-
ability distribution is within the set of candidate distributions
(which was presented in (1)). Note that the summation of all
probabilities is equal to one, as guaranteed by (55).

e . T T T
Minimize E hy [COP x)P + Ve CC?C] + bzt
Qs @ €N T )

+e @ £y T he Yy paans (5D

teT seS
subject to:
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TABLE I
CANDIDATE TRANSMISSION LINES

Line T Capacity Bus Bus Length Cost
m P [MW] From To  [km] [million$/yr]
L1 DC 2x750 4 29 1239 212
L2 AC 2x375 37 40 97 3.0
L3 AC 2x375 8 9 210 7.9
L4 AC 2x250 33 37 352 8.8
L5 AC 2x375 25 30 99 3.7

TABLE II
CANDIDATE SUBSTATION HARDENINGS
Substation  Substation Cost
ID number [million$/yr]
S1 30 3.9
S2 29 3.9
S3 34 3.9
S4 6 3.9
S5 26 3.9

By replacing the inner maximization problem by its dual, we
obtain a two-level optimization program. The products between
continuous and binary variables are linearized through addi-
tional constraints as in [32]. The problem is solved until a
0.05%-global optimality through the classical (exact) column-
and-constraint-generation algorithm ([31] and [24]). For the
interested reader, the decomposition and solution algorithm can
be found in the on-line appendix [33].

IV. CHILEAN SYSTEM CASE STUDY

This case study seeks to illustrate the proposed model as
well as identify and discuss the optimal investment decisions in
the Chilean power network that serve to hedge risks associated
with earthquakes. The power network modeled corresponds to
a simplified 40-bus representation of the Chilean system by
2024, which is presented in Fig. 3. This network contains 110
transmission assets, 11.9 GW of peak demand, and 30 GW of
generation installed capacity distributed among 226 generating
units, dominated by hydro (25%), coal (16%), LNG (8%), and
combined participation of wind and solar power generation
(30%). Specific costs, capacities and other system data are
obtained from [34], including new generation and transmission
projects which allow us to update the system for the projected
state in 2024. Four major double circuit lines are considered
in this analysis as candidate investments, plus an HVDC link
connecting the north of the country with the main load center
in Santiago. This HVDC link has been proposed primarily to
transfer renewable energy from the Atacama desert, a prominent
area for new solar power projects as explained in [35]. The most
important characteristics of these candidate lines are presented
in Table I. Additionally, Table II presents five substations that
can be hardened in order to make them more robust against
earthquakes. Finally, demand on the two biggest cities of the
country (i.e., Santiago and Concepcion) can provide the three
DER services proposed.
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Also, we model 4 scenarios: a first scenario representing
normal conditions without earthquakes; a second scenario with
an earthquake occurring in northern Chile, particularly in the city
of Antofagasta; a third scenario with an earthquake occurring
in central Chile, particularly in the city of Santiago; and a
fourth scenario with an earthquake occurring in southern Chile,
particularly in the city of Concepcion. Earthquakes modeled are
of magnitude 7.5Mw with 50-km depth hypocenter. The PGA
spatial profile produced by these hazards follows [29]. Through
the fragility curves developed in [7], [30], earthquakes increase
outage probabilities, potentially originating outages of genera-
tors, outages of transmission lines, and outages of substations
that can feature two levels of damage (with 70% and 100%
capacity degradation). For the scenario without earthquakes, we
use the reliability data published by the Chilean system operator
(SO) and available in [36] to calculate failure rates of network
components under normal conditions.

In order to model the most stressed operating condition,
yearly operation is represented by one peak-demand time block.
Post-contingency operation is discretized utilizing two time-
coupled snapshots of 30 minutes each. For the scenario without
earthquakes, only single outages are considered, whereas for
earthquake scenarios we include single outages and double out-
ages. To reduce the number of double outages, we consider only
failure on the components that are most affected by the hazard,
specifically, those connected to the five substations nearest to
the earthquake’s epicenter.

The model is implemented in Julia JuMP [37], and solved
with Gurobi 9.0 on a server with 10 CPUs and 32 GB of RAM.

A. Results and Analysis

In this section we analyze six case studies that are presented in
Table III. The earthquake probability corresponds to the sum of
the probabilities of earthquake scenarios 2, 3 and 4 (note scenario
1 represents a normal condition without earthquake occurrence).

Table IV presents the results of the six case studies when
the network is optimally enhanced (upper row of each cost

Chilean transmission network used in the case studies, indicating number of circuits per link. Candidate transmission lines and substations are marked in

TABLE III
CASE STUDIES

Casel Case2 Case3 Cased4 Case5 Case6
Barthquake ) 50 050 075%  1.00% 125%  2.50%
probability

TABLE IV

CoSTS (IN MILLION$/YR) FOR EACH CASE, WITH (UPPER ROW OF EACH COST
COMPONENT) AND WITHOUT NETWORK ENHANCEMENTS (LOWER ROW OF
EACH CoST COMPONENT)

Case 1 Case2 Case3 Cased Case5 Case 6
Energy 11384 11384 11384 11384 11384 11384
ceneration 11384 11384 11384 11384 11384  1165.0
Resorves 246 251 255 255 26.8 255
CSEIVES —346 255 289 289 289 75
8.7 8.7 8.7 8.7 8.7 8.7
DER 87 37 87 87 37 87
New 0.0 0.0 0.0 83 3.8 38
lines - - - - - -
Hardoning 7:9 15_.8 15_,8 15_.8 19_‘7 19_.7
Corrective  83.3 95.1 1107 1367 1381 2208
actions 982 127.7 1574 189.1  221.8 3324
Total 12629 12831 12991 13339 13405 14219
ot 12699 13003 13334 13651 1397.8 1553.6

component) and when the network is not enhanced at all (lower
row of each cost component). This table shows the costs associ-
ated with the optimal operation and investment decisions (when
applicable), as well as an estimation of the expected cost of cor-
rective actions. The latter is computed by carrying out 400,000
Monte Carlo simulations of outages (100,000 simulations per
earthquake scenario, including the one without earthquakes),
considering the appropriate conditional probabilities (which
depend on hardening decisions in the case of substations).

The upper rows of the cost components in Table IV show that
the network is enhanced in order to hedge the system against
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TABLE V
RELIABILITY METRICS FOR EACH CASE, WITH (UPPER ROW OF EACH METRIC)
AND WITHOUT NETWORK ENHANCEMENTS (LOWER ROW OF EACH METRIC)
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TABLE VI
OPTIMAL NETWORK ENHANCEMENTS WHEN SUBSTATION HARDENING IS
(ROWS 1&3) AND IS NOT (ROWS 2&4) CONSIDERED

Case 1 Case2 Case3 Cased4 Case5 Case6 Case1l Case2 Case3 Cased4 Case5 Case6
EENS 0.97 1.36 1.91 2.57 2.96 5.76 New - - - L4 L4 L4
[GWh] 1.48 2.60 3.81 5.09 6.37 11.41 lines - - - L4 L4 L1,L4
CVaRg59; 10.84 15.35 20.92 28.13 31.31 59.91 Hardened  S3-S4 S2-S5 S2-S5 S2-S5 S1-S5 S1-S5
ENS [GWh] 13.40 20.22 28.98 38.35 47.86 86.00 subs. - - - - - -
LOLE 8.33 3.78 5.27 6.47 7.24 12.73
[hr] 9.82 5.77 7.59 9.84 12.36 19.91

the possibility of undergoing an earthquake. Furthermore, when
these events are deemed as more likely, a more robust network
is needed, which shows the relevance of properly assessing
the seismic risk at the transmission expansion planning stage.
Interestingly, cases 1-3 only invest in hardening options, while
cases 46 also invest in new lines. This demonstrates that there is
a preference towards hardening options to hedge against earth-
quakes since lines are only installed once almost all candidate
substations have been hardened (4 out of 5 substations in case 4).
The above decisions are combined with the utilization of DER
services located in the demand centers, particularly the net load
reduction service that is utilized to its maximum availability in
all cases (262 MW, corresponding to 5% of the demand of the
substations that provide the service), whereas load increase and
demand shifting services are not required. Note that the net load
reduction service (through distributed generation, for instance)
is particularly attractive to secure supply against earthquakes, as
it can decrease load curtailments without the need for resilience
provision from the main grid.

Additionally, Table IV shows that the total cost of the sys-
tem increases when the network cannot be enhanced. This is
particularly clear when the probability of earthquakes is higher.
The difference between the results with and without network
enhancements is mainly justified by the higher expected cost
of corrective actions when there are no network enhancements.
Also, in some cases, when the network is not enhanced, the
system requires more operation-level resources to increase the
security of supply (e.g., higher volumes of generation reserves).

In order to analyze the reliability of the system in each case, we
utilized the results of the Monte Carlo simulations to compute
three reliability metrics that are shown in Table V. The first
metric corresponds to the expected value of energy not supplied
(EENS). The second metric is the conditional value at risk
(CVaR) at the 95%, which is computed as the average energy
not supplied in the worst 5% of scenarios. Finally, the third
metric corresponds to the loss of load expectation, which is
equal to the expected number of hours with unsupplied demand
over a year. Expectedly, when the probability of earthquakes
increases, the reliability of the system decreases, as shown by
the increased energy not supplied, both in expected value and in
the worst scenarios. Additionally, the results show that network
enhancements provide benefits in terms of increased reliability
too (beyond the resilience benefits reflected by the decrease in
CVaRy; ), as demonstrated by the improved reliability metrics

when compared to the case in which enhancements are not
considered.

Rows 1 and 3 of Table VI show optimal investments when
hardening is considered by the model. Rows 2 and 4 show
optimal investments when hardening is neglected. Interestingly,
there is no investment in cases 1-3 when hardening options are
not allowed, demonstrating that new lines do not significantly
contribute to improve system resilience in these cases. Remark-
ably, at least 4 candidate substations (namely, S2 to S5) are
selected in almost all the cases, beside case 1, demonstrating,
again, that substation hardening is a valuable choice to hedge
against earthquakes. Although lines are less attractive than sub-
station hardenings, it is important to highlight that the new lines
selected to be installed, namely lines L1 and L4, feature special
topological characteristics to boost resilience. For example, L1
corresponds to an HVDC link with more than 1000 km. This line
connects directly, in a point-to-point fashion, production centre
in the north (where high penetration of solar power generation
is located) with the main load center in Santiago, bypassing
all substations in the main transmission corridor between the
north and the center of the country/network. This topological
characteristic is key since it adds a new route to transfer power
between two critical points of the network. Additionally, this
new link avoids substations in-between that are prone to present
some level of damage right after an earthquake occurs. Note that
when substation hardenings are not considered, the system may
need more investment in new assets to attain optimal resilience
levels, as shown by case 6. This shows that the need for new
transmission infrastructure can be overestimated if hardenings
are ignored, highlighting the benefits of considering, simulta-
neously, these resilience enhancing alternatives within planning
models.

B. Impact of Imprecise Failure Probabilities

This section analyzes the impact that imprecise failure prob-
abilities have on the need for network enhancements. To do so,
we determine the optimal portfolio of such enhancements for
the same 6 cases of earthquake probabilities while consider-
ing three levels of inaccuracy in fragility data. The first level
(+£0%) contains those cases analyzed in the previous section,
where we assumed that outages probabilities are fully accurate,
whereas the other two levels feature imprecisions of +10% and
+30% in PGA. The number of enhancements of the optimal
plan in these cases is presented in Fig. 4. Notice that for the
same earthquake probability (i.e., the same case), when we
consider more inaccurate data, the model decides to invest in
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Fig. 4. Optimal number of network enhancements for different levels of
uncertainty in fragility data.

TABLE VII
INVESTMENT RESULTS FOR DIFFERENT EARTHQUAKE MAGNITUDES

Case1 Case2 Case3
Earthquake
magnitude (Mw) 8.6 8.7 88
Number of hardened 0 2 2
substations
Number of new 1 1 1

lines

more network enhancements, both hardenings and new lines,
in order to attain cost-effective resilience levels. This shows
that network enhancements also hedge the system against the
uncertainty related to failure likelihoods derived from fragility
curves, requiring further investment when these curves are less
reliable.

V. IEEE 118-BUSBAR SYSTEM CASE STUDY

The objective of this section is twofold, firstly, to demonstrate
the scalability of the proposed network enhancement model
with decision-dependent probabilities and, secondly, to study
the impact of the earthquake magnitude on the optimal portfolio
of enhancements. To do so, we analyze a case study in the IEEE
118-busbar system, which contains 186 branches, 91 loads, and
54 thermal units. Data for this case study can be found in [38].
In order to compute the impact of earthquakes on the system,
we circumscribe the network within a square of side 500 km,
assigning a specific location to every component. Additionally,
we consider three earthquake scenarios (along with the non-
earthquake scenario), with a probability of 0.19% each.

We consider generation reserves and DER services provided
at the three busbars with the highest demand as operational
measures. Additionally, we consider 5 candidate substations to
harden and 6 candidate AC transmission lines. Table VII presents
the portfolio of optimal network enhancements. Interestingly,
the optimal investment portfolio changes when the earthquakes’
magnitude increases. In fact, more investments in substation
hardenings are driven by higher earthquake magnitudes, which
further emphasizes that substation hardenings are vital for im-
proving the system’s resilience against earthquakes.
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VI. CONCLUSION

We propose a model that finds the optimal portfolio of resilient
network investments, considering decision-dependent probabil-
ities of outage scenarios. The proposed model can appropriately
co-optimize investment choices between installing new network
assets and hardening existing network assets, which reduces
outage probabilities. The model also balances costs and benefits
of proposed investments, which is key to appropriately justify
cost-effective and resilient investment propositions. Addition-
ally, the model can also recognize the uncertainty associated
with probability values derived from fragility curves by using a
distributionally robust optimization approach and also the role
played by DER in network investment deferrals. To our knowl-
edge, this is the first model that can carry out the abovementioned
assessment in an analytical closed-form fashion. By using our
model, we demonstrate the importance of substation hardening
decisions to enhance network resilience against earthquakes,
combining them with DER services and installation of new
network assets. Additionally, our numerical studies suggest that
the most attractive candidate lines are those that provide a totally
new, alternative path for power, bypassing substations that may
suffer outages due to earthquakes. Finally, we demonstrate how
resilient investment portfolios can serve to hedge against inaccu-
rate fragility data, highlighting the need to recognize this source
of uncertainty and reduce it through better fragility models.

Adapting the model to study how to expand and harden
network components to hedge the system against other nat-
ural hazards is recommended for future work. For example,
it would be interesting to analyze how to hedge the system
against windstorms by hardening (e.g., undergrounding) and
expanding lines. Optimizing portfolios of hardening and ex-
pansion measures can also hedge the system against further
natural hazards (e.g., wildfires, floods). In addition, considering
line switching as a post-contingency measure in the context of
this work is suggested for further studies. Finally, although the
main purpose of the proposed model is to determine network
enhancements against natural hazards that occur randomly, it
can also tackle the problem of securing the system against
man-made attacks that are thoroughly decided by the attacker
(rather than randomly generated). Note that by setting the correct
probability intervals as input data (between 0 and 1; set by fz;,
in (1)), our model becomes a fully robust tri-level min-max-min
problem (defender-attacker-defender), providing the capability
to study terrorist attacks and thus hedging against them through
a portfolio of hardening and expansion measures. This is also
proposed to be addressed in further research efforts.
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